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the $1 trillion war against scams: a global issue, voice & SMS key

+ scams deeply impact the global economy — up to 4% of the GDP in some countries

« Scammers operate as of organized crime, acting from anywhere to anywhere, and go
free. They operate globally, when we (telecom service providers, banks, law
enforcement..) operate mostly locally, in multiple jurisdictions and frameworks

+ beyond remarkable national initiatives and regional cooperation, the telecoms
ecosystem can [ must contribute to global alignment and cooperation, prevention,
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traceability, and information sharing - working with all other stakeholders
64% of scams involve only 13% of Onlyl 0.05% of all 75% report same 50% targeted by
voice calls or SMS victims get all or cybercriminals level of scams scam attempt
(GASA) most of the are prosecuted attemps or more vs once a week or
money back (WEF) 2023 more frequently
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what can the telecoms ecosystem contribute ?

the Restore Trust initiative
a major ecosystem-wide initiative to fight spams and scams



the global telecoms ecosystem is complex, highly fragmented, opaque

how can we improve things together ? (some international voice examples : Alice calling Bob)
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1: at the Origin ’\ ey

Who owns the number, is the call “authorized” ?
- Know Your Customer: KYC

- number ownership & Right to Use: RTU

- spoofing : ok to alter/modify calling number?

- domestic traceback <« — -

Funfacts (source Telegeography)

« annual international voice traffic : approx.
- 350 Billion minutes (Telcos), = 666 years

- harmonized/consistent national
legal & regulatory frameworks

- and 1.2 Trillion minutes (OTTs) : x 35! - harmpnized/consistent industry
. practices and tools
+ over 20,000 country-to-country int'l routes ! ) ) .
- 50+ routes carry 50% of the traffic (~1% each) - for domestic and interational

t it) traffic
+ each int'l call path takes multiple hops: ~ 5-10 (transit) I

- enablers, incentives, obligations
One - collaboration + enforcement,
J Consorfium nationally and globally

2 :in international transit

Is the traffic I'm transiting good traffic ? Are
my carrier partners good partners ?

- Know Your Customer KYC

- Know your Traffic KYT

- calling number verification

- number blocking / call blocking (if allowed)
- international traceback <= = =

3 : at the Destination

Is the inbound call “authorized” ?

- identify and allow legitimate use of
national numbers used as origin
number of inbound int’l calls
(roaming, calls centers...)

- identify and block illegitimate use

- domestic traceback < — -




Restore Trust initiative : Telcos and Regulators together against scams, globally
three pillars for global collaboration, from vision to action to impact (voice & sms +...)

Initiative kick-off One Consortium GIRAF Joint roadmap Recommendations & Guidelines Adoption & Compliance
Sept 7,2023 March 2024 June 2024 Feb 2025 2025 onwards 2026 onwards
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One Consortium for the industry : 50+ members incl GSMA, ITG, ATIS, CCA,
rt| CCUK, NICC - 6 working groups : traceback, spoofing, messaging, identity...
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Industry PreConsort
discussions for One

Joint Roadmap for multi-stakeholder engagement
A V| v

Regulatory GIRAF the global regulatory forum : 40+ NRAs from 5 continents
discussions informal and independent, led by NRAs (Nkom & others)
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One Consortium

the industry pillar



the industry’s
contribution

to restoring trust
in calls and
messages.

One Consortium for the international communications

Consortium industry

One Consortium, the industry pillar of the Restore Trust initiative, launched March 2024
inclusive, not-for-profit, members driven, members funded

50+ members : traffic carrying companies (carriers, service providers, CPaas, global
platforms...), vendors, industry organizations : GSMA, i3Forum, ATIS, ITG, CCA, CCUK,
NICC... and several strategic partners : CFCA, GLF, GASA

initial objectives, working with telecom National Regulatory Authorities (NRAS) :
1) co-develop global guidance and a vendor neutral “toolbox”
2) drive adoption in the industry
3) build an industry-wide self-governance to drive compliance

unique in several ways :
1) purpose built to address a global societal issue from the perspective of the
international telecoms industry
2) purpose built to co-develop solutions with regulators, globally (GIRAF)

3) participation from major industry associations : leverage existing work, avoid
duplication, boost awareness and adoption
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November 2025
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& frcrsin. ONE Consortium Leadership Council Members

One
Consortium

Angela Dais Thomas Sunesson Jennifer Oberhausen Katia Gonzalez
AT&T Bandwidth Microsoft Proximus Global
(vice Chair)
—— -
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Leadership

Council < -
Stacy Graham Melissa Blassingame Elizabeth Gray-Nunez Ciaran Carey TimFrench
Sinch Twilio Verizon Vodafone Wavecrest
(T_rgusurer) (_‘_s_sc_re_t_ury)
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Andraz Oblak Keith Buell Randy Warshaw EliKatz Philippe Millet
Hexagon Numeracle Provenant XConnect i3Forum (Chair)

Gorecrsies ONE Consortium Leadership Council - Observers

Linda Vandeloop Joe Marion Alex Jennings Alex Leadbeater Josh Bercu lan Hindle
ATIS CCA CCUK GSMA ITG NICC
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6 active industry
working groups

kicked off July 2024

initial reports: Dec
2025

working groups at the heart of our action

working group #1: Survey of Industry Landscape (tools and best practices)
- Vl1survey of generic industry tools and best practices
- initial a report summarizing the tools and best practices

working group #2 : International Survey of Regulatory Initiatives
- Vlsurvey of regulations and industry initiatives (77 countries)
- initial report summarizing the regulations and industry initiatives

working group #3 : International Traceback
- non paper” on International Traceback, jointly with GIRAF
- recommendation for an Industry Led International Traceback Process

working group #4 : Spoofing

- usecases for national Clls used on international links

- best practices recommendations shared with GIRAF for IsRoaming and for Cloud Numbers
- Know Your Customer (KYC) [/ Know Your Traffic (KYT) ; Right To Use (RTU)

working group #5: Messaging
- issue areport on messaging ecosystem and ongoing efforts to mitigate spam and scam messages.
- develop areport with regulatory and policy recommmendations, and best practices.

working group #6 : Digital Identity justlaunched,
- includes cooperation with GSMA Foundry’s Open Verifiable Calling project



Joint Multi-stakeholder Roadmap 3“‘; . =GIRAF

»

Regulatory Survey (Phase 1) : 77 countries Regulatory Survey (Phase 2) : publication, augmentation, joint guidelines

Roamin SS7 - Is roaming Permanent
9 2G API roamers
only valid

e — w Spoofing Protection — joint guidelines
4G/5G link (home)

Cloud Solutions to allow and tag valid case

Numbers

GIRAF GIRAF initial work

KYC (1C) KYC (joint guidelines)

Right To Use / Number Sub-allocation

-' Identity : joint guidelines
Traceback (initial report & joint work ) Traceback (Phase 2) Traceback : joint guidelines

Messaging (initial report) Messaging (Phase 2) Messaging : joint guidelines

Industry Survey (Phase 1) : 40 tools & practices Industry Survey (Phase 2) : publication, augmentation, joint guidelines

Spoofing Protection
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GIRAF
Global Informal Regulatory Antifraud Forum

the regulatory pillar



< GIRAF The global informal forum for telecom regulators

+ informal group of experts launched in June 2024 ; 39 regulatory authorities from 5 continents
(fast growing), monthly plenary meetings, working groups, joint sessions with One Consortium
(all virtual meetings)

« scope : unwanted/fraudulent voice & messaging initially.

» goal: foster multilateral NRA collaboration, global cooperation with the international
communications industry (One Consortium) and other stakeholders

+ initial objective : framework of non-binding, harmonized recommendations, best practices and
guidelines

+ inclusive and free: opt-in, open to all NRAs or public competent Authorities with similar
regulatory responsibilities, contributing as resources and availability allow

« neutral, non-binding and independent, led by regulators : Nkom (Norway) and others

+ sovereignty : individual NRAs retain full sovereignty and are free to implement GIRAF guidelines
and recommendations



GIRAF The globalinformal forum for telecom regulators

launched June, 2024

as part of the Restore
Trust initiative

fast growing global
participation

participants to date : 39 National Regulatory Authorities from 5 continents::
Europe, North and South America, Africa, Middle East, Asia Pacific

reaching out to additional NRAs globally to keep growing participation :
e.g. Spanish speaking regulators, French speaking regulators, Pacific
Islands, Caribbeans..

virtual meetings held monthly since July 2024,
- Information sharing and best practices

- contribution driven

- “deep dives”

- Task Forces

cooperation with the industry (One Consortium)

- join roadmap for global multi-stakeholder discussions, joint working
groups (Traceback, Spoofing, industry & regulatory best practice,
messaging)



S GIRAF survey of participants (May 2025)

rank

a g b~ NN

Existing and planned NRA measures

Spoofing

Voice/SMS filtering + firewall
Call/SMS Blocking
KYC/KYT

Information sharing
Awareness & Adoption
Caller suspension
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Enforcement & Cooperation
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Topics for GIRAF discussion

Enforcement & Cooperation
Best Practices

Spoofing

Traceback

Regulation overview
Voice/SMS filtering + firewall
Information sharing
KYC/KYT

Platforms + OTTs

Al

Awareness & Adoption
Phishing
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= GIRAF

14 meetings (as of Dcember 2025)

participants to date : 39 National Regulatory Authorities from 5 continents :
Europe, North and South America, Africa, Middle East, Asia Pacific

reaching out to additional NRAs globally o keep growing participation: e.g.

Spanish speaking regulators, French speaking regulators, Pacific Islands,
Caribbeans..

virtual meetings held monthly since July 2024,
- Information sharing and best practices

- contribution driven

- “deep dives”

- Task Forces

cooperation with the industry (One Consortium) and other stakeholders

= join roadmap for global multi-stakeholder discussions, joint working

groups (Traceback, Spoofing, industry & regulatory best practice,
messaging)

- Interaction with UNODC, Interpol, Google and others that want to
interact

Now:

Spoofing recommendation on its way, thanks to Greece NRA
GIRAF General Statement: «Carry with care» published
Liasoning with 1C on Traceback, Spoofing and Survey
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GIRAF Communiqué

“Carry with Care”

Approved in GIRAF Plenary
November 24, 2025

Supported by One
Consortium

The Global Informal Regulatory Antifraud Forum (GIRAF), en informel coslition of telecom regulstors
worldwide, calla on the internationsl asrvice providers (sny intermediany player, including internetional
carriers, hyperscalers, sggregstors) industry, 83 one among the relevant stakeholder 2egments, totake
miare decigive sction ageinst fraudulent traffic.

Fraudulent traffic iz 20 demaging not only to society but also to the industry itzelf that urgent concrets
sctiong are needed. GIRAF scknowledges positive anti-fraud initistives by seversl stekeholders, and st the
same time GIRAF encoursges the industry to further develop sctions to reduce fraud.

Thersfore, GIRAF calls for active systemetic efforts by internstionsl service providers to detect and block
fraudulant traffic.

GIRAF urges stakeholders to take part in international collsboretions sgsinat freud such as the One
Conaortium and others to reise swarensas, establizh beat practicea and share information.

GIRAF encoursges intemetional s=rvice providers to avoid paertnarshipe with service providers that leck
robust antifrewd policiea and practices 83 per induatry beat practices and regulstory mandstes.

GIRAF encoursges intemstionsl s2rvics providers to provide sdequsts public trenaparancy on their
policies to stop fraud.

GIRAF underpinz that internstional 2ervice providers contracts should have clear dezcriptions of
antifrawd obligstionz such a& duties and rights to block, in sccordance with relevant regulstions. GIRAF
encoursges the internetionsl industry to meks the neceazany contractusl slignments enauwring that fraud
pravention iz financially viable.

GIRAF encoursges intemetional service providers to interact in en effective manner with law
enfercement and/or regulstors in freud treceback enguiries, to the extent that information is svailable.

GIRAF slao encoursges regulstora snd other public sutharities to actively engage with internstional
aenvice providers residing in their juriadiction in order to enaure thet sppropriste entifraud messures are in
placs

GIRAF scknowl=dges thet there could be & need for regulstory guidence on meaaures to combset fraud eg.
on privecy, datssharing and concrete freud protection messures. Service providera should actively
int=ract with regulstory bodies to sesk guidance. In this guidance regulstors should take into account in
their analyses and interpretstions of the regulstions, the megnitude of damege caused to individusls snd
accisties by digitelly ensbled fraud.



thank you !

please reach out to discuss further

= GIRAF
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